Yuriy Goshovskiy
+1 773 680 4766 | yuriygosh@gmail.com | linkedin.com/in/goshovskiy/ | www.yuriy.us
SKILLS SUMMARY

« Apply NIST framework during incident-response.

o  Write clear security reports and instructional documentation.

« Perform scripting in PowerShell to automate Active Directory security tasks.

« Use the CLI and GitHub for continuous integration & continuous delivery (CI/CD).

. Experienced in installing, configuring, and deploying open-source tools (Wazuh, ClamAV, Wireshark).
« Experienced in user-activity monitoring within Microsoft Defender and Azure Sentinel.

. Proficient in phishing campaign analysis and isolation using Cisco Threatgrid and Defender for Cloud.

CERTIFICATIONS & TRAINING

CWNA: Wireless Network Administrator (Mar. 2023) | AZ-900 (May. 2023) | TestOut Security Pro (Jun. 2023)
PROFESSIONAL EXPERIENCE

Security Analyst Intern Chicago, IL

Northwestern Medicine May 2023 — Jan. 2024

« Aided in the migration of data flow from Sentinel into Azure Data Explorer (ADX) by documenting log
sources and ingestion methods, streamlining the transition process.

« Authored documentation for incident response (IR) procedures and general task walk-throughs.

« Stopped 50 high-level phishing campaigns in two months using Defender, urlscan.io, and Threatgrid.

« Key contributor in ensuring compliance for 1000+ service accounts, increasing security standards.

. Provided user sign-in metrics to management by utilizing Microsoft Graph, querying endpoints and
compiling Microsoft Entra data of 50,000+ accounts.

« Automated the de-provisioning of 500+ Active Directory (AD) accounts by writing scripts in PowerShell.

« Delivered project updates for the Identity Access Management (IAM) team by leading Agile Scrum calls.

PROJECT EXPERIENCE

CyberForce Program

energy.gov/ceser/department-energy-cyberforce-program Sept - October 2023

« Led collegiate cybersecurity team in securing critical infrastructure, conducting pre-hardening checks with
Nessus, and implementing Windows and Linux hardening in alignment with CIS benchmarks.

Personal Website September 2023

YUriy.us

« Created a personal website hosted on Azure Static Web Apps, managing DNS configuration within Azure,
and ensuring seamless updates through GitHub integration; used for security blogging and community.

Self-Hosted VPN, WireGuard & Virtualization April 2023
youtube.com/(@goshovs

« Deployed a VPN (WireGuard) on a Type 1 Hypervisor (Proxmox) using LXCs; authored a concise guide for
the VPN setup on YouTube.

EDUCATION

Lewis University Romeoville, IL
Bachelor of Science in Cybersecurity Expected June 2024



